Building a NIST Risk Management Framework for HIPPA and FISMA Compliance by Shankar, Anurag
 Anurag Shankar 
Center for Applied Cybersecurity Research 
Indiana University 
 
NSF Cybersecurity Summit for Large Facilities and Cyberinfrastructure 
August 16, 2016 
 
 
 
Building a NIST Risk Management 
Framework for HIPAA and FISMA 
Compliance 
NSF Cybersecurity Summit 2016 Center for Applied Cybersecurity Research 
Schedule 
1.  Introduction 9:00 – 9:05 
2.  Research Compliance 9:05 – 9:15 
3.   HIPAA & FISMA 9:15 – 10:00 
4.   Risk Management 10:00 – 10:15 
5.   The NIST Risk Management Framework 10:15 – 11:00 
 Break 11:00 – 11:30 
6.  Leveraging the Framework 11:30 – 12:00 
7.  Addressing HIPAA & FISMA 12:00 – 12:30 
8.  The Future 12:30 – 12:45 
9.  Conclusion 12:45 – 1:00 
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Introductions 
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1.  Introduction 
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•  Threats to privacy and security 
•  Security of identifiable healthcare data, in 
original or derived form 
•  Security of government owned data  
 
Motivation 
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Threats to Health Data 
 
 
•  Healthcare is growing to be one of the most heavily 
targeted sectors now, breaches up 25%. 
•  Patient records – conveniently consolidated, 
exploitable info – yield the highest price on the 
black market today ($50-100/record). 
•  Data being used for identity & insurance fraud, 
blackmail/extortion, celebrity snooping, etc. 
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•  Medical records: $82.90 
•  Social Security: $55.70 
•  Payment details: $45.10 
•  Physical location info: $38.40 
•  Marital status: $6.10 
•  Name and gender: $2.90 
The Going Rate* 
 
* Privacy Rights Clearinghouse data survey 
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Threats to Govt. Data 
 
 
•  Massive attack volume: 300 million attacks/day 
against the State of Utah alone. 
•  A survey* in 2015 revealed that govt. IT personnel 
now consider “the negligent insider” a bigger threat 
than hackers in China. 
•  GAO survey** in 2015 found 15-24 agencies with 
“persistent weaknesses”. 
*  https://fcw.com/pages/hpsp/hpsp-10.aspx 
** http://www.gao.gov/products/GAO-15-714 
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New Trends 
 •  Scary new attack targets  - transportation, medical 
devices, smart homes (Internet of Things or IoT). 
•  Attack sophistication ⬆ - we are now seeing 
“ghostware”, “morphware”, & “virtualware”. 
Low-tech phishing is still a huge threat. 
•  Intelligence agencies have identified data 
manipulation attacks as the next big threat. 
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Challenges for Researchers 
 
 
•  Increasingly stringent cybersecurity strings 
attached to government funding. 
•  Confusing laws. 
•  Lack of in-house compliance expertise. 
•  Knowledgeable peers not always easy to find. 
•  Cost. 
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2. Research  
Compliance  
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Pre-
Proposal Proposal Execution 
Post-
Grant 
Research Workflow & Cyber 
Compliance 
Preliminary Investigation 
IRB 
CI Design 
 
Preparation 
Budgeting 
Funding 
 
Data Acquisition 
Data Analysis 
Simulation 
Data Management 
Data Sharing 
Data Visualization 
Data Publishing 
 
Data Archival 
Data Disposal 
 
Compliance requires protecting data 
end to end, through its entire 
lifecycle.  
red = may involve  
   compliance 
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Laws 
•  Common Rule (Protection of Human Subjects) - 1981 
•  Health Insurance Portability & Accountability Act 
(HIPAA) - 1996 
•  FDA CFR 21 Part 1 – 1997 
•  Federal Information Security Management Act (FISMA) 
– 2002 
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NIH 
•  Funds health research; identifiable health data may 
be* subject to HIPAA. 
•  Traditional NIH funded researchers use a well 
established structure for HIPAA and FDA 
compliance (IRBs, Offices of Human Subjects 
Research/HIPAA Compliance, etc.) 
•  NIH & its subcontractors are subject to FISMA.   
    
* HIPAA doesn’t apply to all health data 
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NSF 
•  HIPAA has not been a big issue so far since NSF 
doesn’t directly fund health research. 
•  NSF does fund human subjects research (e.g. 
psychology) subject to the Common Rule*/IRBs. 
•  But health data leaking into NSF facilities = HIPAA. 
•  NSF/subcontractors also subject to FISMA. 
      * http://www.nsf.gov/bfa/dias/policy/docs/45cfr690.pdf 
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Issues 
•  Cyber regulations are not prescriptive; you have to 
interpret them.   
•  Interpretation is often difficult because scientists/IT 
providers are not regulatory experts. 
•  Results in misinterpretation/fear. 
•  Drastic, unneeded reactions are common.  
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3. HIPAA & 
FISMA 
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HIPAA 
•  Health Insurance Portability & Accountability Act.   
•  Passed in 1996, became law in 2001.  
•  Enforced by the Office for Civil Rights (OCR) in the 
US Dept. of Health & Human Services (HHS). 
•  The HIPAA Omnibus Final Rule of 2013 includes 
provisions from the 2006 Health Information 
Technology for Economic & Clinical Health 
(HITECH) Act & the 2008 Genetic Information 
Nondiscrimination Act (GINA). 
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•  Addressed via the HIPAA Privacy Rule and the 
HIPAA Security Rule. 
•  The Privacy Rule defines who HIPAA applies to 
(covered entities), what is protected (protected 
health information or PHI), and covers disclosure. 
•  The Security Rule focuses exclusively on how to 
protect electronic PHI (ePHI*) in any form – at rest, 
in transit, during analysis, etc. 
             * ePHI = patient data with one or more of 18 identifiers 
Patient Privacy Protection 
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18 PHI Identifiers 
1.  Names  
2.  All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, 
and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly 
available data from the Bureau of the Census: (1) the geographic unit formed by combining all zip codes with 
the same three initial digits contains more than 20,000 people; and (2) the initial three digits of a zip code for all 
such geographic units containing 20,000 or fewer people is changed to 000.  
3.  All elements of dates (except year) for dates directly related to an individual, including birth date, admission 
date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of 
such age, except that such ages and elements may be aggregated into a single category of age 90 or older. 
4.  Telephone numbers 
5.  Fax numbers 
6.  Electronic mail addresses 
7.  Social Security numbers 
8.  Medical record numbers 
9.  Health plan beneficiary numbers 
10.  Account numbers 
11.  Certificate/license numbers 
12.  Vehicle identifiers and serial numbers, including license plate numbers 
   PHI, when properly de-identified, is no longer protected by HIPAA 
13.     Device identifiers and serial numbers  
14.     Web universal resource locators (URLs) 
15.     Internet protocol (IP) address numbers  
16.     Biometric identifiers, including finger and voice prints 
17.     Full face photographic images and any comparable images 
18.     Any other unique identifying number, characteristic or code 
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•  Many states have their own privacy laws. 
•  If HIPAA is incompatible with state laws, HIPAA 
preempts state. 
•  Except when the state law provides greater 
privacy protections than HIPAA, e.g. CA. 
•  HHS makes the determination upon request. 
•  HIPAA is a floor, not a ceiling. 
Relationship to State Laws 
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•  HIPAA only applies to a covered entity (CE). 
•  Covered are healthcare providers, health plans, 
and health clearinghouses only. 
•  Universities often choose to be hybrid CEs, with 
both covered (healthcare) and non-covered 
components. 
•  HIPAA affects the whole CE. (That is, it’s the CE that 
faces fines when a HIPAA violation occurs, not an individual 
department or employee.)  
Who is covered by HIPAA? 
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•  Not if you are not involved in patient healthcare 
operations directly.   
•  Yes if you are a CE’s covered component. 
•  Yes if you serve a CE (as a subcontractor or 
vendor) and create, receive, maintain, or transmit 
PHI for them. 
•  It is extremely important to be certain of your 
status. 
Am I covered? 
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•  No.   
•  There is no plausible deniability under HIPAA. 
•  You cannot say “I didn’t know we had PHI” after a 
breach.  
•  HIPAA has penalties for the “didn’t know” 
category. 
•  HIPAA requires you to know where your PHI is. 
Can I claim innocence? 
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Business Associate 
•  A HIPAA Business Associate* (BA) is defined as “a 
person or organization, other than a member of a 
covered entity's workforce, that performs certain 
functions or activities on behalf of, or provides certain 
services to, a covered entity that involve the use or 
disclosure of individually identifiable health 
information.” 
•  A BA’s BA with access to PHI is also subject to 
HIPAA, all the way down the chain. 
 
* BA is a HIPAA specific term 
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Am I a Business Associate? 
•  Not if you belong to the same CE. 
•  Yes if you are (a) providing services to a CE 
completely separate from yours, and (b) create, 
receive, maintain, or transmit PHI for them.  
•  If you’re a BA, the external CE must have a BAA 
with you. 
•  Both you/they are in violation if not.  You are a BA 
and subject to HIPAA in the government’s eye 
whether or not you have a BAA. 
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Business Associate Agreement 
•  HIPAA may require a Business Associate 
Agreement (BAA) with vendors that have access 
to ePHI on your system (since it’s a disclosure*). 
•  The BAA must include language that the BA will 
protect your PHI and abide by HIPAA. (Sample BAAs 
at HHS site.) 
•  You also need to do due diligence to ensure that 
the BA can protect your PHI as per HIPAA. 
* HIPAA allows authorized disclosures 
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What is a HIPAA Breach? 
•  An incident where an unauthorized disclosure of 
PHI has occurred. 
•  E.g. an attack where a hacker accesses PHI on a 
server, theft of an unencrypted device with PHI, a 
hospital worker accessing PHI without need. 
•  Not every security incident is a reportable breach. 
It’s for you to determine.  (You may decide that it 
isn’t if forensics etc. can prove a high likelihood 
that no PHI access occurred.) 
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Breach Notification 
•  HIPAA requires a breach of PHI to be reported 
to the HHS & the patients affected within 60 
days. 
•  For breaches involving > 500 individuals, local 
media outlets must also be notified. 
•  Breaches can be highly damaging. 
•  Not reporting a breach is a serious HIPAA 
violation & makes you liable to penalties. 
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Enforcement 
•  OCR has the authority to levy civil monetary 
penalties against a covered entity for HIPAA 
violations*. 
•  … & individuals can face criminal penalties 
(imprisonment up to 10 years) if implicated. 
•  The OCR was funded via ARRA/HITECH to 
institute a random audit program.  They have just 
started an audit of 167 CEs. 
 
* A breach is not necessarily a violation 
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Civil Monetary Penalties 
(that a violation occurred) 
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Wonders of Multiplication 
•  HIPAA penalties are levied per violation. 
•  Breach of an individual record is one violation.  
To calculate your total, multiply by the number 
of affected individuals. The largest penalty so 
far has been $5.5 million. 
•  The actual cost may be as high as $200/
patient record for notification, lawsuits, identity 
protection for those affected, etc.. 
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HIPAA Civil/Criminal Penalties in Action 
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The Corrective Action Plan (CAP)  
signed by Idaho State University 
Breaches reported by universities 
ì 
 The worst is being on the front page 
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What happens after a breach? 
•  The OCR, affected individuals, and media are notified. 
•  OCR will want to see evidence that HIPAA was being 
complied with. 
•  OCR may open an investigation or let you go if they 
see due diligence, swift response, and existing risk 
mitigation measures. 
•  OCR may require a “Corrective Action Plan” and/or 
levy a penalty if it finds you in violation. 
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Breach Investigation 
•  Documented Policies 
& Procedures 
•  Implementation of 
Policies & 
Procedures 
•  Internal investigation 
reports, interview 
statements, etc. 
•  Appropriate sanctions 
applied 
•  Documented Training 
•  Business Associate 
Agreements 
•  Documented Risk 
assessment, 
mitigation 
•  Encryption & mobile 
device policies, 
implementation 
During an investigation, the OCR looks for 
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•  The HIPAA Omnibus Final Rule added HITECH & 
GINA provisions, new business associate & breach 
notification requirements, and audits/enforcement. 
•  HITECH was enacted to promote the adoption of Health 
Information Technology, especially Electronic Health 
Records (EHR).  
•  GINA prohibits insurers from using human genetic data to 
deny coverage based on genetic predisposition to future 
diseases.  However, genetic data without the 18 identifiers 
is not (yet) subject to HIPAA. 
Recent HIPAA Changes 
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HIPAA after Omnibus 
Courtsey Pointclear Solutions, Inc. 
The part of HIPAA we 
need to worry about as  
IT providers 
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HIPAA Security Rule* 
•  The Security Rule requires 1. Administrative,       
2. Physical, and 3. Technical safeguards to 
 
•  Ensure the confidentiality, integrity, and availability of all ePHI 
created, received, maintained or transmitted; 
•  Identify and protect against reasonably anticipated threats to the 
security or integrity of the information; 
•  Protect against reasonably anticipated, impermissible uses or 
disclosures; 
•  Ensure compliance by the workforce; and 
•  Provide a means for managing risk in an ongoing fashion. 
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Security Rule Safeguards 
 
•  Administrative – governance (e.g. required 
HSO*), workforce security, access 
management, incident response, 
contingency planning, reviews, etc. 
•  Physical – facilities access, workstation use/
security, device/media controls. 
•  Technical – access/audit control, integrity, 
authentication, transmission security. 
+ organizational/policies/documentation requirements 
* HIPAA Security Officer 
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Required & Addressable 
•  Each Security Rule safeguard is either required or 
addressable. 
•  Required = what it says. 
•  Addressable = must address but ok if you 
document why it is not in place or how you will 
otherwise address the risk. 
•  A risk assessment (RA) identifies where to 
concentrate your effort. 
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Standards and Implementation 
•  The Security Rule defines standards and 
implementation specifications. 
 
 •  Standards address broad categories. 
•  Implementation specifications are just 
what it says, i.e. how standards are to 
be implemented. 
•  It’s the implementation specifications 
that are either required or 
addressable. 
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•  No.  Only CEs and BAs are bound by HIPAA.  
Identifiable health data outside a healthcare 
context is not PHI (though Common Rule and state 
rules may still apply). 
•  Data, if properly de-identified, is no longer subject 
to HIPAA. 
•  There are a few other contexts* where health data 
is not subject to HIPAA. 
   
Does HIPAA apply to all Health 
Data? 
* Student health records are subject to FERPA, not HIPAA 
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•  Employees, healthcare providers, trainees & 
volunteers at medical school and affiliated 
healthcare sites or programs. 
•  Employees who work with the organization’s 
health plans. 
•  Employees who provide financial, legal, business, 
administrative, or IT support to the above. 
Who does HIPAA Cover at my 
organization? 
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Just Good System Security? 
No.  The Security Rule is about managing risk, 
and system security is only PART of  that 
management.  HIPAA requires administrative 
controls, training, governance, policies, formal 
review, etc. also. 
 
Technical controls alone do not make you secure 
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Do I firewall & encrypt it all? 
•  The Security Rule does not prescribe particular 
solutions or specifications, only broad guidelines, 
to be interpreted by individual implementers 
according to their environment. 
•  It wants reasonable & appropriate safeguards.   
•  … & lots of documentation.  If it is not 
documented, it doesn’t exist as far as OCR is 
concerned. 
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Local Risk Tolerance 
•  Since HIPAA gives such wide berth, it is often 
your institutional risk tolerance that in reality 
determines what you must do. 
•  Some build walled gardens; we didn’t at IU.   
•  Instead, we worked closely with our HIPAA 
Privacy and Security Officers.  They are intimately 
engaged in our risk management process & ensure that we 
are doing our due diligence. 
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HIPAA Myths 
•  That HIPAA compliance is a boolean = there is a 
threshold which, when crossed, makes you 
suddenly compliant.  
•  That you can have a qualified third party review 
your environment and certify your HIPAA 
compliant. 
•  That the compliance exercise is a one time deal. 
              None are true 
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The Reality 
•  Compliance is not deterministic.  Nothing signifies 
100% compliance.  The OCR may still find you 
lacking.  
•  No one is authorized by HHS to declare you 
compliant.  You can only do due diligence. 
•  Compliance (= risk management), once started, 
becomes a continuous, baseline activity as long 
as the system with ePHI is in operation. 
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à  You can only establish the extent to which you are compliant. 
 
Here is what the HHS says: 
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IU Disclaimer 
UITS provides several systems and services that meet 
certain requirements established in the HIPAA Security 
Rule, thereby enabling their use for research involving 
data that contain PHI. However, using a UITS resource 
does not fulfill your legal responsibilities for protecting the 
privacy and security of data containing PHI. You may use 
these resources for research involving data that contain 
PHI only if you institute additional administrative, physical, 
and technical safeguards that complement those UITS 
already has in place. 
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HIPAA is Fuzzy 
•  The HIPAA Security Rule allows you a lot of 
latitude depending on factors such as your 
size, budget, etc. 
•  This is both a boon and bane. 
•  Use your local HIPAA Compliance office to 
clarify what HIPAA means in your environment. 
•  If you don’t have such a unit, check with legal. 
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500+ Breaches by Type of Breach as of May 31, 2016 
Other 
6% 
 
 
Hacking/IT 
12% 
Theft 
46% 
 
Unauthorized 
Access/Disclosure 
24% 
 
 
Loss 
9% 
Improper Disposal 
3% 
Unknown 
1% 
Courtsey: Marissa Gordon-Nguyen, OCR 
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500+ Breaches by Location of Breach as of May 31, 2016 
Paper Records 
23% 
Desktop 
Computer 
11% 
Laptop 
20% 
Portable 
Electronic 
Device 
10% 
Network 
Server 
14% 
Email 
8% 
EMR 
5% 
Other 
10% 
Courtsey: Marissa Gordon-Nguyen, OCR 
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•  Most of the breaches occur due to theft/loss & 
improper disclosure. 
•  Hacking or IT incidents is only at 12%. However, 
even one breach is too many. 
•  A lot of breaches occur at the user end & have 
to do with (unencrypted) mobile devices & 
media (laptops, USB sticks, phones).   
•  Paper records are still big. 
Lessons from Breaches 
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•  Risk Assessments 
•  Granting or Modifying Access 
•  User Activity Monitoring 
•  Authentication and Integrity 
•  Media Reuse and Destruction 
•  Contingency Planning 
Top Areas of Weakness 
Revealed by Breach Stats 
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•  No risk assessments 
•  Improper media movement and 
disposal 
•  No/inadequate audit controls and 
monitoring 
Most Common Causes of Citation 
from Recent OCR Audits 
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FISMA 
•  Federal Information Security Management Act of 
2002.  
•  All government agencies must comply. 
•  They are required to follow cybersecurity 
guidelines from NIST. 
•  Requires subcontractors* to comply as well. 
•  The Office of the Inspector General audits 
agencies annually and assigns FISMA scores. 
* Including laboratories and research centers 
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Recent Changes 
•  Federal Information Security Modernization Act of 
2014 modifies the 2002 Act. 
•  Establishes Office of Management and Budget (OMB) as the oversight authority for FISMA and DHS 
as the agency which administers its implementation. 
•  Requires agencies to notify Congress of major security incidents within seven days. OMB will be 
responsible for developing guidance on what constitutes a major incident. 
•  Places more responsibility on agencies looking at budgetary planning for security management, 
ensuring senior officials accomplish information security tasks, and that all personnel are responsible 
for complying with agency information security programs. 
•  Changes the reporting guidance focusing on threats, vulnerabilities, incidents, the compliance status 
of systems at the time of major incidents, and data on incidents involving personally identifiable 
information (PII). 
•  Calls for the revision of OMB Circular A-130 to eliminate inefficient or wasteful reporting. 
•  Provides for the use of automated tools in agencies’ information security programs, including periodic 
risk assessments, testing of security procedures, and detecting, reporting, and responding to security 
incidents. 
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Latest FISMA Score Card 
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Does FISMA apply to me? 
•  Yes if your system collects, processes, stores, 
transmits, or uses government owned data on 
behalf of a govt. agency (as part of a grant or 
subcontract). 
•  The contract specifies which FISMA compliance 
level (Low, Moderate, or High) is required.  
•  Most grants/contracts don’t require FISMA (yet) but 
this is changing. 
•  New FISMA language may be added to existing contracts (as per 
2015 OMB Memo M-16-3 requiring contract reviews). 
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HHS’ FISMA Guidance 
“FISMA's requirements follow agency information into 
any system which uses it or processes it on behalf of 
the agency. That is, when the ultimate responsibility 
and accountability for control of the information 
continues to reside with the agency, FISMA applies.” 
 
•  The term "on behalf of" indicates that only those 
entities that are acting, under agency principles, as 
agents, where HHS (or a component) is the 
principal, are covered by FISMA. 
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FISMA Process 
Define system boundary 
Assess Risk (NIST 800-30, 37, 39) 
Apply Controls (NIST 800-53) 
Evaluate Controls (NIST 800-53A) 
Authority to Operate (ATO) 
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Define System Boundary 
•  Also known as the “accreditation boundary” = 
where the system begins and ends. 
•  “System” defined loosely; can be a server, part of 
a network, an application, or a logical collection 
of disparate components. 
•  The boundary may include all direct and indirect 
users of the system that receive output. 
•  It is up to you to determine and define. 
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Assess Risk 
•  Follow NIST documents NIST 800-30, 37, 
and 39 for guidance on risk and risk 
assessment. 
•  Threats, vulnerabilities, & attack likelihood 
and impact are identified. 
•  Risk is calculated by multiplying likelihood 
and impact.  Can also be qualitative (L/M/H). 
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Apply Controls 
•  Use NIST 800-53 control catalog to select 
controls that mitigate risk. 
•  FISMA Low, Moderate, High requirements 
equate to adopting the NIST 800-53 Low, 
Moderate, High security baselines. 
•  A significant undertaking, especially FISMA High. 
•  Many organizations will not accept FISMA High 
contracts as a result. 
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Evaluate Controls 
•  Follow NIST 800-53A and institute regular 
evaluation of NIST 800-53 controls you put in 
place. 
•  Involves testing the controls to gauge their 
effectiveness in mitigating risk. 
•  Evaluations can be done by internal or external 
assessors. 
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Authority to Operate 
•  The information security plan, etc. is submitted to the 
agency. 
•  If no remediation is needed, an ATO letter is issued 
by the agency authorizing operation of the system.  
•  If some remediation is needed, the agency may 
issue an Interim Authority To Operate (IATO). The 
IATO will have a defined end date.  The problems 
must be fixed by that date to get the full ATO.  
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Plan of Action & Milestones 
•  The POA&M describes risk remediation. 
•  Even if you have an ATO, there still may be 
individual items for which the agency 
requires remediation. These weaknesses 
may not be significant enough to withhold an 
IATO/ATO, but they still must be corrected.  
•  Someone at your institution must track these 
items and ensure that they are completed.  
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FISMA Evolution 
•  FISMA costs the government $2.3 billion annually. 
•  $1 billion of this goes into FISMA audits. 
•  “Check-the-box” type audits were found to be 
wasteful and not necessarily leading to improved 
security. 
•  Government has therefore increasingly focused on 
a “continuous monitoring” approach to 
cybersecurity. 
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Continuous Monitoring 
•  CM requires constant vigilance and 
monitoring of the security state of systems. 
•  See NIST SP 800-137 “Information Security 
Continuous Monitoring for Federal 
Information Systems and Organizations” for 
details. 
•  Security Information Event Management 
(SIEM) is key (e.g. Splunk, etc.) to CM. 
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Evaluations & Reporting 
•  FISMA mandates annual independent 
evaluations and reporting. 
•  Reports must include compliance status, 
security incidents, incident details, etc. 
•  DHS provides a website called  
“Cyberscope” to make reporting easier. 
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Research & FISMA 
•  Only a few research institutions are prepared to 
handle FISMA compliance. One noteworthy 
implementation is Duke Medicine.  They have 
built an IaaS based, FISMA cloud environment.  
•  Still, Duke will not accept FISMA High contracts 
due to the burden it imposes. 
•  Tackling FISMA requires a strategy.   
NSF Cybersecurity Summit 2016 Center for Applied Cybersecurity Research 
Costs 
•  Duke estimates that, for each contract, it takes 
23-25 hours to review all documentation, make 
suggested contractual changes for agency 
negotiation, and create a FISMA management 
plan.   
•  They handle FISMA cost by having the PIs write 
in FISMA as a line item in the contract budget. 
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5. Risk 
Management 
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Why Risk? 
•  Cybersecurity started as technical controls. 
•  Experience over time showed that technology 
alone is not the answer. 
•  The discipline evolved as it borrowed from areas 
such as finance & defense that have had a long 
experience with threats. 
•  They focus on minimizing risk, not on controls. 
 
NSF Cybersecurity Summit 2016 Center for Applied Cybersecurity Research 
Risk vs Controls 
•  Cyber risk = the likelihood that a threat will exploit 
an existing vulnerability and create an adverse 
impact. 
•  A risk focus is more inclusive of factors that 
plugging system security holes alone ignores. 
•  Controls can sound sexy, but have little or no 
effect in reality. For instance encryption at rest on a server 
located in a highly secure data center. 
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Types of Cyber Risks 
•  System risk – arising from (lack, misapplication, or 
failure of) technical/physical controls at the system 
end 
•  User risk – arising from the manner in which the 
system is used by users 
•  Governance risk – arising from (lack, 
misapplication, or failure of) administrative controls 
                 Total Risk = Sum of all three 
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Cyber Risk Management 
•  Focuses on the right controls = optimizes $$. 
•  = Identify, assess, prioritize, and respond to risk 
on an ongoing basis. 
 
  Risk = {Threat/Vulnerability x Likelihood x Impact} 
 
[ A big threat from an existing vulnerability that is highly unlikely to 
be exploited or has little impact is low risk.  You don’t kill yourself 
over it. ] 
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Risk Assessment 
•  The beginning of the road in the process of 
managing risk. You cannot do it without knowing 
what individuals risks are. 
•  There are many ways to assess risk, all the way 
from pedestrian (& cheap) to highly complex (& 
expensive). 
•  Can do risk self-assessment, use internal audit/
security office, or hire a third party. 
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Risk Response 
•  One of three - Mitigate, Transfer, or Accept. 
•  Examples: 
•  Mitigate = add CCTV monitoring 
•  Transfer = use a cloud storage provider 
•  Accept = no backup generator (no $$) 
•  Response should be commensurate with budget, 
risk tolerance, and complexity. 
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Risk Management Framework 
A RMF addresses risk holistically.  It covers: 
•  Governance = institutional security organization, 
policies, sanctions, enforcement 
•  Risk management = assessment, mitigation through 
appropriate physical, administrative, technical controls, 
documentation 
•  Review = regular monitoring, reviews, reassessment, 
and mitigation 
•  Awareness and training 
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Industry Standard RMFs 
•  NIST RMF = National Institute of Standards and       
Technology RMF 
•  ISO 27005 = International Organization for 
Standardization RMF 
•  OCTAVE = Operationally Critical Threat, Asset, and 
Vulnerability Evaluation 
•  HITRUST CSF = Health Information Trust Common      
Security Framework  
•  FAIR = Factor Analysis of Information Risk 
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5.  The NIST Risk 
Management 
Framework 
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The NIST RMF 
•  According to NIST: “The (NIST) Risk Management 
Framework provides a structured, yet flexible 
approach for managing the portion of risk resulting 
from the incorporation of information systems into 
the mission and business processes of the 
organization.”  
•  It is intentionally broad-based. Details are provided 
by the NIST security standards and guidelines, 
primarily described by 800 series of NIST special 
publications (SP). 
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NIST Security Lifecycle 
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1. Categorize System 
•  FIPS 199 (Standards for Security Categorization 
of Federal Information and Information Systems) 
helps categorize data based on confidentiality, 
integrity, and availability. 
•  Categories are Low, Medium, and High. 
•  NIST 800-60 (Guide for Mapping Types of 
Information and Information Systems to Security 
Categories) outlines a process for categorization. 
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FIPS 199 Categorization 
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2. Select Controls 
•  FIPS 200 (Minimum Security Requirements for 
Federal Information and Information Systems) 
essentially points to NIST 800-53. 
•  NIST 800-53 (Security & Privacy Controls for 
Federal Information Systems and Organizations) 
a catalog of ~1000* security controls divided into 
families with a baseline control and zero or more 
control enhancements (more granular controls). 
              
                               * 800-53 v4 has 240 baseline controls, 670 control enhancements, 
                                                and 16 controls covering program management = 926 controls 
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Control Family 
 
Security Baselines  
Controls 
 
Baseline Control 
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Security Baselines 
 
Control Enhancements 
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Control Baselines  
•  If you are aligning with the “low” security 
baseline*, you choose just those controls that are 
in the “LOW” column. 
•  More and more controls get added as you move 
to “medium” and “high” baselines**. 
•  FISMA low, medium, and high requirements 
correspond to these L,M,H security baselines. 
 
                              *  =  Does not correspond to low (bad) security                         
           ** = Not to be confused with the FIPS 199 low, medium, high categorization 
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NIST 800-171 
•  NIST has recently issued a new special 
publication 800-171 (Protecting Controlled 
Unclassified Information in Nonfederal Information 
Systems and Organizations) to provide relief from 
the massive 800-53 catalog. 
•  It is addressed specifically at govt. subcontractors 
not dealing with classified information. 
•  It condenses 800-53 tenfold to its most essential 
controls, from ~1000 to ~100. 
              
                                
NIST Risk Assessment & Response 
•  Step 1: System 
Categorization 
•  Step 2: Threat 
Identification 
•  Step 3: Vulnerability 
Identification 
•  Step 4: Control Analysis 
•  Step 5: Likelihood 
Determination 
•  Step 6: Impact Analysis 
•  Step 7: Risk 
Determination 
•  Step 8: Control 
Recommendations 
•  Step 9: Results 
Documentation 
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Risk Assessment/Response 
Documentation 
•  The risk assessment process is documented.  The 
documentation (the RA report) describes the 
methodology used, areas of risk and vulnerabilities, 
and severity. 
•  Risk response is documented in a document called 
the Plan of Action & Milestones (POA&M).  It 
documents whether the risk was accepted, mitigated, 
or transferred and outlines the timelines and actions 
for mitigation. 
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3. Supplement Controls  
•  Results of the risk assessment may indicate 
supplemental controls needed to mitigate risk. 
•  NIST 800-30 (Guide for Conducting Risk 
Assessments) provides the steps to carry out a 
risk assessment. 
•  NIST risk assessment requires determining 
threats, vulnerabilities, and assigning likelihood 
and impact of exploitation. 
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4. Document Controls 
•  NIST 800-18 (Guide for Developing Security 
Plans for Federal Information Systems) describes 
what to document how in what is known as the 
System Security Plan (SSP). 
•  The SSP describes system details and 
documents every NIST 800-53 security and 
privacy control currently in place, both base 
controls and enhancements. 
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5. Implement Controls 
•  Many 800-53 controls will already be in place 
(typically). 
•  You will need to implement supplemental/missing 
controls. 
•  Controls don’t have to be implemented all at 
once.  All you need is an implementation plan and 
timeline and document it in the Plan of Action and 
Milestones. 
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6. Assess Controls 
•  NIST 800-53A (Guide for Assessing the Security 
Controls in Federal Information Systems & 
Organizations) describes how to develop a plan to 
assess desired security controls. 
•  It helps build assurance into the RMF. 
•  The organization is left to devise details of the 
assessment, for instance regular penetration 
testing. 
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8. Authorize Information System 
•  NIST 800-37 (Guide for Applying the Risk 
Management Framework to Federal Information 
Systems) describes how to leverage the NIST 
RMF once it is in place. It describes all of the 
NIST steps in the previous figure in detail. 
•  Authorization is based upon the information in the 
authorization package, namely the POA&M, the 
SSP, and the RA report.   
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7. Monitor System 
•  NIST 800-37 also describes how security controls 
should be monitored on an ongoing basis for 
system changes & their impact. 
•  It provides guidance on regular security/risk 
assessments, remediation, system removal,  
decommissioning, etc. 
•  Continuous monitoring is an essential 
requirement of FISMA. 
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6.  Building a Risk 
Management 
Framework 
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Choosing a RMF 
•  Can choose from any number of RMFs available 
today. 
•  FAIR is a good one at modest scales. 
•  OCTAVE makes you sit down, brainstorm, and 
figure out risk. 
•  NIST is good for HIPAA and mandated for FISMA. 
•  Most rules/regulations can be mapped to these. 
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•  Scope: IU’s large (~1000), central IT shop. 
•  Developed HIPAA specific, largely homegrown, ad-hoc 
(= much fumbling) process in 2008. 
•  It began showing its age by 2013 as other rules & 
regulations such as FISMA, a new IU IT risk 
management policy appeared on the horizon. 
•  As most rules and regulations require nearly identical 
set of cybersecurity controls, a unified approach to 
compliance was needed to avoid duplication of effort.   
Indiana Univ. Case Study 
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•  NIST was chosen because it  
•  is a federal standard, not an arbitrary, locally 
determined list of best practices,  
•  can address both HIPAA & FISMA,  
•  is flexible, and  
•  provides a persistent and evolving risk 
management framework along with a huge 
catalog of security controls. 
 
Choice of RMF 
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•  The essential elements existed already. 
•  In 2013 added missing components - risk self 
assessment & mitigation, inventory, training, and 
more detailed documentation of controls. 
•  Documentation fashioned after FISMA templates 
from HHS/NASA, etc. 
•  We do not use the NIST process literally.  It’s been 
adapted to meet our goals & needs.  It also adds 
workflow security. 
 
Implementation 
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Process 
1. Inventory 
2. System & 
Controls 
Documentation 
3. Risk 
Assessment 
4. Risk 
Response 5. Training 
6. Oversight & 
Approval 
7. Ongoing Risk 
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1. Inventory 
•  System details, ePHI location, security settings, 
BAAs, scan info, access methods, disposal 
information, etc. 
•  Software, version, patch level, BAAs, scanning 
date, etc. 
•  Privileged access inventory - names, roles, dates 
authorized, etc. 
•  Incident log – incident summary, response. 
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The Inventory 
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2. System & Control Documentation 
•  Documented in a “System Security Plan” or SSP.  
•  The SSP documents the system name, 
categorization, contacts, purpose, components, 
interconnections, boundaries, dependencies, and all 
NIST 800-53 security & privacy controls in place*. 
•  We align with the NIST “low” security baseline but 
also document pre-existing control enhancements. 
* You can begin with NIST 800-171 & add more later 
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NIST Controls 
•  Having ~1000 controls in front of you is  
•  scary, 
•  highly educational because you likely have 
never seen some of them, 
•  extremely useful in guiding you in your risk 
assessment. 
•  Reading Appendix F of NIST SP 800-53 should be 
required reading for every IT administrator. 
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The SSP 
These map to HIPAA 
Required safeguards 
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Common Controls 
•  Individual SSPs can include hundreds of controls.  
•  A large number of these will necessarily be enterprise 
common controls (ECC) inherited from the 
organization such as security governance, institutional 
authentication (active directory), etc.. 
•  It is wasteful to describe them in each SSP so we 
document ECCs separately. 
•  Individual SSPs simply point to the ECC docs where 
needed. This saves a LOT of time. 
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The ECC 
Document & 
How it’s used 
in SSP 
The UITS-ECC-AC 
document 
The SSP 
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3. Risk Assessment 
•  External, third party (expensive!) assessments 
every few years. 
•  The unit does internal risk self-assessments (RSA). 
•  Managers & sys admins brainstorm and identify 
areas of vulnerabilities and risk for the system. 
•  The RSA report documents risk areas, controls that 
address those risks, residual vulnerabilities and 
risks, and risk severity. 
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The Risk Self Assessment Report 
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Workflow Risk 
•  Where possible, the user end is also addressed for 
end to end security. 
•  Since every single workflow cannot be secured, 
representative research use cases/workflows are 
constructed and ”risk-optimized”. 
•  This extends risk management beyond what is used 
traditionally. 
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Risk optimized institutional 
solutions Research workflows 
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4. Risk Response 
•  A “Plan of Action & Milestones” or POA&M documents 
the response to residual risks. 
•  It states whether the risk was accepted, transferred, 
addressed, or to be mitigated, and reasons, timelines 
and planned mitigation activities/controls. 
•  Valid reasons for accepting a risk is budget, resource 
constraints, etc.  We try our best to address them, for 
instance through training. 
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The 
POA&M 
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5. Training 
•  Annual training is mandated for both management and 
staff responsible for operating the system. 
•  Three e-training modules must be completed: 
1.  The standard IU HIPAA training (covering the law and IU 
policies & procedures) 
2.  IU Human Subjects training 
3.  UITS specific information on how HIPAA applies to the IT 
organization specifically, our policies & NIST procedures 
•  All security related is documented in a training log. 
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User Training 
•  We provide online training and awareness via our 
Knowledge Base, YouTube videos, local media, in 
person classes, and email alerts. 
•  We recently started using our own phishing attacks to 
raise awareness. 
•  As we work individually with researchers, we train 
them as we help them create their own (HIPAA) 
documentation that describe how they are protecting 
their end. 
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6. Oversight 
•  The complete compliance documentation package 
is sent to the University HIPAA Privacy and Security 
Office, Information Security Office, and Internal 
Audit. 
•  They review as necessary and intervene if 
necessary. 
•  High impact systems and those that have had major 
incidents may get more attention. 
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Authority to Operate 
•  There is not a formal ATO process for HIPAA in 
place today. 
•  HIPAA compliance is essentially self asserted 
(with oversight as stated earlier). 
•  For FISMA, this will need to change. 
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7. Ongoing Risk Management 
•  Once a system becomes part of the RMF, it 
becomes subject to regular, ongoing risk 
management until decommissioning. We do: 
•  Semi-annual reviews, risk re-assessments, and 
documentation updates. 
•  Continuous, automatic monitoring of systems. 
•  Annual training. 
•  Oversight. 
•  External assessments. 
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7. Addressing 
HIPAA and FISMA 
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From Risk Mgmt to Compliance 
•  The RMF by itself does not give you compliance but 
it makes complying a lot easier. 
•  Building the RMF is a demanding but one time 
exercise.  Ongoing compliance is much simpler. 
•  Having a RMF allows one to concentrate on the 
system under question without needing to worry 
about infrastructure and dependencies. 
•  It gives you the confidence in your ability to survive 
audits. 
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The IU Approach 
•  Align the system with NIST, not with individual 
regulations. 
•  Use the NIST low security baseline. 
•  Map the regulation to NIST. 
•  Mappings either exist already or can be created. 
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Handling HIPAA 
•  Use NIST SP 800-66 (An Introductory Resource 
Guide for Implementing the HIPAA Security Rule).  It 
includes a HIPAA to NIST mapping. 
•  The System Security Plan contains a separate 
HIPAA section that addresses HIPAA safeguards 
that do not map to NIST. 
•  Similar sections could be added to address other 
rules and regulations. 
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NIST 800-66 HIPAA to NIST Map 
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SSP Section Addressing HIPAA 
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HIPAA Process for Researchers 
 
1. Researcher needs a HIPAA compliant IT 
solution  
2. IU HIPAA Compliance Office, etc. sends 
them to us/They come to us 
3. We help build a HIPAA aligned solution 
and/or provide consulting 
4. We help with documentation 
5. Documentation is submitted to the ISO, 
Internal Audit, and HIPAA Compliance 
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HIPAA Process for IT Units 
 1. IT unit needs to align an 
existing or new system 
2. They come to us for help 
3. We work with them 1:1 to 
create the compliance package 
4. We mediate between them and 
the authorities during review 
5. We help them with ongoing risk 
management  
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Handling FISMA* 
•  FISMA = NIST + Accreditation + ATO + Reporting. 
•  Accreditation:  
•  Security certification 
•  Submission of documentation (SSP, RA, POA&M) 
•  ATO or interim ATO by the agency. 
•  Reporting: 
•  SSP update 
•  POA&M update 
•  Status of continuous monitoring activities – incidents, vulnerabilities 
discovered, security impact analysis, security control monitoring 
* IU doesn’t have a FISMA process in place 
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FISMA Workflow 
•  Starts with FISMA language in a grant/contract. 
•  Triggers a local administrative process. 
•  Requires the NIST RMF/documentation. 
•  The local administrative unit submits FISMA 
paperwork to the agency. 
•  The agency responds.  An iATO may be issued. 
•  Remediation and more paperwork is then required. 
•  The final result is an ATO by the agency. 
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Local Administrative Process* 
•  Grants Administrators/Business Development  
- Identify and notify Research Administration of FISMA terms in contract 
- Make sure the budget includes FISMA costs  
- Identify and document key IT security personnel 
- Make sure all documents that are referenced are included  
•  PI/Study Team  
- Clearly describe the scope of work  
- Identify all potential subcontractors and their scope of work  
•  PI/Study Team and IT Team 
- Clearly describe data flows  
- In detail, describe all systems used for contract work  * Duke Medicine’s process 
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However, a PI may be able to negotiate 
things down to something agreeable to 
the agency depending on factors such as 
the origin or sensitivity of the data, etc. 
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Institutional FISMA Process 
1. Researcher 
gets/renews a 
govt. contract
 
2. Office of 
Research 
Admin (ORA) 
contacts us 
3. Build and 
monitor FISMA 
compliance 
4. Create a 
FISMA 
“package” for 
ORA 
5. PI/ORA 
submit the 
package to 
agency 
6. Agency 
issues an ATO 
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NIST RMF Outcomes 
•  At IU, NIST has allowed us to leverage a single 
standard and creates a unified process. 
•  It gives us a structure capable of addressing 
current and future regulations. 
•  It has prepared us for FISMA. 
•  Units engaged in compliance like the process. 
•  We feel confident in our ability to handle audits. 
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8.  The Future 
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1. Cloud 
•  Cloud complicates compliance. 
•  … but, many cloud vendors are now providing 
HIPAA “compliant” solutions and willing to sign a 
HIPAA BAA. 
•  This includes Amazon (AWS) and Microsoft 
(Azure).  It’s possible to build cloud solutions now. 
•  IU allows ePHI on IU’s enterprise Box.  Approval 
required much due diligence and local controls. 
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FedRAMP 
•  Federal Risk and Authorization Management 
Program for secure cloud certification. 
•  Cloud vendors must have a FedRAMP 
certification to comply with FISMA and thus be 
eligible for govt. contracts. 
•  Presumably, one can use a FedRAMP certified 
cloud solution to build a FISMA compliant 
solution, but it’s not cheap. 
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2. Automation 
•  Automated inventory & configuration management 
systems, automated checks for existing/new 
vulnerabilities & changes in regulations, automated 
alerts, continuous monitoring for evolving risks, etc. 
(SANS top 20 is a good source for information.) 
•  Electronic governance, risk, and compliance (e-
GRC) systems fed by a these which also manages 
BAAs, policies, audits, vendors, incidents, etc. 
(Examples of e-GRC systems includes RSA Archer, LockPath, 
Compliance 360, GRC Cloud, Modulo, Agiliance, Accelus, etc.) 
NSF Cybersecurity Summit 2016 Center for Applied Cybersecurity Research 
NSF Cybersecurity Summit 2016 Center for Applied Cybersecurity Research 
3. Metrics Based Security? 
•  Cybersecurity today lacks good metrics or models 
that are useful in practice. 
•  Quantitative cybersecurity is still a long ways away. 
•  SANS has done a great job with their top 20 
controls.  While not quantitative, they are based on 
actual attack metrics, not theory. 
•  Most useful are their “low hanging fruits”, controls 
that can prevent a majority of the common attacks. 
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4. Resilience 
•  A new movement within cybersecurity. 
•  Accepts the reality that attacks/breaches are a 
given now, like real world bacteria/viruses/disease. 
•  So why not use the same approach that medicine 
uses in the real world? 
•  Focuses on prevention, detection, response, and 
recovery assuming constant attacks/breaches. 
•  Prevention = risk management, Detection = realtime telemetry and 
analysis, Response = automated response, incident response, 
Recovery = DR, BCP 
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9. Conclusion 
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•  The government does not expect you to undertake 
herculean measures or build walled gardens. 
•  Rules and regulations affecting information 
security are about using best practices, something 
we should be doing anyway. 
•  Most of us have sufficiently good information 
security in place already.  It doesn’t take a 
gargantuan effort to go all the way. 
HIPAA/FISMA are Doable 
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•  Not having a compliance process in place 
means missed opportunities, particularly for ‘Big 
Data’ applications in health sciences research. 
•  … and therefore for funding. 
•  Managing ePHI without a RMF in place makes 
life hard and creates a potential for institutional 
liability and reputational damage. 
Opportunities and Threats 
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•  A standards based RMF implementation makes you 
rule/regulation proof. 
•  Customers with sensitive data will trust your shop, 
bringing new business. 
•  Your compliance folks will send people your way 
(ours do). 
•  You will better serve researchers/your mission. 
Benefits 
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Questions? 
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Links 
•  The HIPAA Security Rule 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html 
•  NIST 800-66: Guide to Implementing the HIPAA Security Rule 
http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf 
•  NIST 800-53: Recommended Security Controls 
http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-
final_updated-errata_05-01-2010.pdf 
•  NIST 800-53A: Guide for Assessing Security Controls 
http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf 
•  FIPS 199: Federal Systems Minimum Security Requirements 
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf 
•  FIPS 200: Federal Systems Minimum Security Requirements 
http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf 
•  NIST HIPAA Security Rule Toolkit 
http://scap.nist.gov/hipaa/ 
•  NIST Templates (email me) 
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Interesting Reading 
•  “Why Cybersecurity is Not Enough: You Need Cyber Resilience”: http://
www.forbes.com/sites/sungardas/2014/01/15/why-cyber-security-is-not-enough-
you-need-cyber-resilience/ 
•  “Why FISMA is Not Enough for the IoT”: 
http://fcw.com/articles/2014/08/15/iot-security-concerns.aspx 
•  “FISMA Continues to Challenge”: 
http://fcw.com/articles/2012/03/14/federal-agencies-fisma-compliance.aspx 
•  “Federal Agencies Still Lag on FISMA Compliance”: http://www.darkreading.com/
risk-management/federal-agencies-still-lag-on-fisma-compliance/d/d-id/1103399? 
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